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VNR software concept

The Visual Nand Reconstructor software uses a case management
system. Each case is stored in a separate folder with physical images.
There are three options at software start up - create new case, open
case and openrecent case.

MNew case Open case

Recent cases
SM3254AE ~

UT165_L48

| PS2251-67-5

SM321QF AC

When creatfing a new case it's necessary to set the path to depository
and the case number/name. The subfolder with case name will be
createdin depository.

x
Case name case¥0001

Case location CA\Program Files\VNR\Depository

| Ok [ cancat |

The main window of Visual Nand Reconfructor is divided into several
Zones:

Elements (left)

Workspace (center)
Parameters of element (right)
Toolbar (top)

Eventlog (bottom)
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Workspac

b ! @ Add physical images 5] Insert area
\—/ (5% Open physical images ESkparea "

Delete  Copy

> Parameters

|Enter filter string

“ Element

Identificator |00
4 Dump
Length (bytes) | 9261023232 |
m rﬂ!;'f‘ P Automatic structure []
ey

- 5 File [01_01.0ump

Read only
Memaory IC [Enter IC label

Crystal |0

Last active selection: address selected | | 0.20 (= {}——

Elements represent the operations for transformation of the physical
image of Nand memory chips. Elements are added to the workspace
by Drag&Drop method. The set of elements is divided into several
types: Dump operations, Block list operations, other elements.

Dump operations contain Reader and Physical image elements, also
operations for physical image transformation: ECC, Inversion, XOR,
Pair, Separate, Unite, Offsets, Arrange blocks, Data areaq, etc. Each
element has a definite function, which allows transformation of the
physicalimage in accordance with the controller's configuration.

Block list operations contain operations for work with the
physical/virtual image on the blocks level. Markers table element is
designed forimage reconstruction from virtual to logical (translator).
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Workspace is a work area, where Elements are added and also
parameters and connections between them are set. Almost every
element, except the Reader, has an input and output. Element
connection is organized the way when each element virtually
transforms the source element that connected to it's input. Some
elements have two or more inputs, it is necessary for unite of virtual
images (crystals or memory chips). All elements have one output,
however it's possible to share it between several elements, forexample
for various hypothesis checking within same case. This ideology is close
to the electronic circuit simulation, when every element emulates
controller's electronic block.

Conversion from physical image to virtual and then to logical takes
place in this workspace. When an element is added, it is necessary to
connect it with a previous element, otherwise it won't have data
source ( except the Reader element). Connections between elements
can be deleted and recreated, meanwhile other elements and their
parameters stay untfouched. To create a connection between
elements it's necessary to click on output of source, then to input of the
connecting element.

Parameters of element can be set to determine how the image will be
transformed. Some of them depend on the number of chips and their
physical parameters (page size, block size), some on conftroller's model
(XOR key, ECC). Parameter set is adaptive and depends on the
element. All parameters are divided intfo groups. All parameters are
measured in bytes and can be entered in decimal or hexadecimal
format and saved automatically while you fullfill appropriate fields.

Toolbar includes automatic and manual physical image analysis
modes and other functions. This tab is adaptive. Mode availability
depends on the active element. Dump viewer tab contains a number
of special modes for image browse, such as: Hex Viewer, Bitmap
Viewer, Structure Viewer, Record Viewer. Modes can be used
simultaneously and synchronously for unlimited number of physical
images.

Events and errors which appear in work process are displayed in Event
Log.
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Elements

Elements are divided intfo Dump Operations and Block operations. The
Reader and Physicalimage elements are containers of physicalimage
(direct NAND access and dump file). All other Dump Operation
elements virtually modify physical image image in accordance with
parameters. Markers Table element sets parameters of translation of
physical/virtual blocks into logicalimage.

3

The Reader element is a program module of NAND Reader. It is
designed for realtime NAND memory access and physical image
extraction. When the new case created the Reader is added
automatically.

The set of functions forreaderis available on the adaptive Toolbar.

Version: W2
ﬁID ﬁ@ ﬁ Serial number:  5/MO000

Read Read ONFl chip Readbad L Show voltages
I} configuration columns

Reader functions

Read ID allows to getidentifier of NAND chip.

Read ONFI chip configuration allows to read memory chip's
parameters from special page, in case if NAND chip conforms to ONFI
specification. This works well for Micron (0x2C) and Intel (0x89) chips.

Read bad columns allows to read defective columns (bytes) which
were programmed in NAND chip at factory. This option is currently
supported for some Sandisk and Toshiba NAND chips.
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The Parameters tab contains setftings of C Parameters
NAND Chip OCCGSS. Enter filter string (/
4 Element
Identificator ]
4 Dump
NAND chip's access parameters must be set :tgtm“[:’"ttld ¢
in Configuration from built-in database 4 Reader
Power On
Configuration -
Current crystal 0 v
Current crystal represents the active crystal Use bufter
(CE) of NAND from which the dump will be lgnore R/E U
read/accessed.

Power ON/OFF turns the power of NAND chip ON/OFF. Pressing the
button performs the action displayed on it (not status!l). When power is
ON, the yellow LED of readeris alight.

lgnore R/B function is used when analyzihg new NAND chip
configurations. It helps to avoid reader's hang up. However, it's not
recommended to use it normally.

Detailed instruction how to use Reader element to access NAND and

extract physicalimages can be found in the web arficle:
http://rusolut.com/direct-access-to-nand-and-physical-image-extraction/
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The Physical Image element contains a binary copy of the NAND chip.
When extracting physicalimage (dump reading), the RAW NAND data
isrecordedinto a dump file on the disk.

Every crystal of NAND chip is represented by a Physical Image element
when extracting dump. For example, in case of two NAND chips and
two crystals pereach, itis necessary to add 4 Physical Image elements.

Physical Image element has input and output. The input is used for
reader connection. The data goes out of reader to the Physical Image
element and saved to dump file. On the output Physical Image
connects with other elements for further fransformation of physical
image to virtualand logical.
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The set of functions for Physical image element is available on the
adaptive Toolbar.

LI

Read dump
from reader

Physical ima..,

Read dump operation starts physicalimage extraction process.

The Parameters tab contains setftings of = Parameters
Phy5|CO| ImOge e|emeﬂ1' Enter filter string
4 Flement
Identificator o0
4 Dump
File contains the path to file with physical ~ tenethore g
. o Automatic str...
ImOge (dump flle). 4 Physical image
File 0_0.dmp 2N
Read only (|
Memoary 1T 1]
Read only is set to protect dump files from Crystal 0 v

modification through hex viewer.

Crystal represents the crystal (CE) of NAND this pysical image belongs
to.
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The ECC element (Error Correction Code) allows to correct bit errors
which appear during datarecording/reading process in flash memory
and also while physical image extraction. Uncorrected bit errors
damage the user's data and corrupt files. The ECC decoder corrects
errors on-fly, using code stored in pages of NAND chip.

ECC element must be connected to the Physical Image, or after
elimination of Bad Columns if they exist.

The set of functions for ECC element is available on the adaptive

11}
10
01
Reread

dump
Eectihi

Reread dump allows to re-read pages of the NAND chip, which can
not be corrected due to too high level of errors. If the chip was read
with the standard voltage 3.3V and the capability of ECC code is not
enough for data correction, it's possible to reduce the voltage to 2.5V
...1.8Vinordertoreduce level of internal noise of chip. Having lowered
the noise, this function does read only pages that were not corrected
at previous read attempt. Multiple reread iterations are supported, if
image was not ideally reread after first attempt. To use this option it's
necessary to remove read only flag from physical image element.
Reader must be connected to the Physicalimage elements.
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The Parameters tab contains settings of ECC
element.

Power ON/OFF turns ON/OFF bit error
correction. Pressing the button performs the
action displayed onit (not statusl).

Decoder defines ECC code format used for
particular controller. Different controllers use
different code types. Decoder can be
selected manually or automatically, by
pressing on button =

Page size must be adjusted to the NAND's
page size.

> Parameters

Enter filter string E

< Element

|dentificator 1
4 Dump

Length [bytes) 4529848320
Automatic str... |—|
ECC dump

[

Power | Oft ]
Decoder _PHISON_PSZZS‘IJSS%J...I 2
Page size 3640 %

Use buffer
ECC map

ECC map allows to estimate the quality of data correction. One square

represents one page.

Dark green =good page (no errors and no correctionrequired)

= corrected page (all errors corrected)

Red = bad page (too much errors, correction doesn't work due to

code’s power limit)

Grey =empty page (filled with FFFF)

Note: pressing on ECC map flag does not enable correction! In order to

enable dump correction turn power ON.

WWwWWw.rusolut.com
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Inversion element performs the binary operation — NOT. Inversion
converts the physicalimage in accordance with asimple binary rule:

Not 0 =1
Not1=0

Some controllers invert data before recording into flash memory, to
minimize the wear of memory cells. To convert inverted physicalimage
to normal state, it'snecessary to apply inversion.

The functional scheme of Inversion in working flash storage device and
reverse processisrepresented below

Data writing process Data recovery process

Data Chip-off reading Data
Inversion NAND Phys.Image Inversion
000F0000 FFFOFFFF FFFOFFFF FFFOFFFF 000F0000
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In hexadecimal format it looks like on the picture below. The inverted

dataisonthe left, the original datais on the right.

B inversion 0

&‘,"Phy\mageﬂx

00 01 02 03 04 05 06 07 /08 0% 0k 0B 0OC 0D OE 0

14 C3 6F Dz A7 D1 Bl DE B6 BJ BC FF FD DF FB FF| .ToTsC+DY-jgafng
FD FF FD FF FF 07 09 FF CO FF 00 FF DF FF FF FF| sasas..ska.sdans
1F 40 E1 FF 7F FF D6 33 5C 50 23 B1 B0 DF Bl BE| .@6a al[3\P#:+°flis
82 BA DF DF DF DF EEREAESMEAEN 0F 0F DF CC 36 Isﬂﬂﬂﬂmﬂﬂmﬁ
71 ZE 43 OF 84 71 26 47 FF DF 71 3F 03 42 FF 83| g.C..qsGafig?.Bas
C7 B1 DB 82 DB 74 3E 66 17 C3 FE 8D E3 7C 14 C5| S:H,Hr>f.Tofin|.E
99 5E E3 83 D9 99 €4 F2 D9 75 2@ 03 8B F9 7F 35| ™~rrlInluE.Em 5
FD 77 Be FD 7F 3C EF 8C 14 CC 36 75 B9 EF 67 08 sw®s <nb.Mgulng.
99 ES FC B9 E3 EC A9 EI FC BS F1 EC 2E 74 89 EE| ™ieRrMeSsRcM.tho
9F 76 B9 03 16 A9 01 47 DF FF 08 19 74 Al F4 FC| yvP.v@.6fa..t¥ps
3C B7 08 OC FE B9 03 EE Bl 01 9E 40 FF FF 17 19| <...nP.o+.h@an.
FF 8D C6 D9 C7 D2 8B E3 9F 4E F4 41 SE 82 0C 59| aNEOSTougNpl~

9E 8B CD B1 8B F6 7C 38 DF C4 04 8D 19 14 23 5F| ReHxemiagn.K..§_
04 82 4B 82 74 OF 53 67 BF 8B F3 B7 8B EC 4B F1| ., K, t.S5g1V-(uKe
44 FB FF 32 EF 14 10 5F 02 82 14 19 5F 03 82 14| Dma2m.. .,.._ .,
1E 32 E9 32 E6 D9 74 BA E5 RAp 4F FE 44 FF FF 17 .2i2=x0tEe. OnDaa.
C4 FF 8D 17 B4 75 A9 DB 41 F4 83 74 03 38 B9 OF Iak. su®nlpit. aR.
C2 82 38 B9 OB Dé 82 73 26 76 Bl 0D 76 BL 09 39| B,8R.I,savi.vi.d
F9 69 82 34 15 FC FF FF DF FO 49 37 99 74 B9 07| Wi, 4.nrafpl77tR.
99 FC B9 E3 99 74 2F 99 3E 15 EF 14 A1 Fo 49 37 Hapr™t /™. n.YpI7
BS BS 75 B9 F2 €D 1B 08 1D FC B9 03 EC A3 01 14| ppulrH...nR.MO.
B85 Ap AF F9 AC 95 FE 95 EF 6E 74 B9 E7 69 6D CC| p.iO-+penncksimd
2D D& 09 6E 08 09 BD 78 35 08 89 ES 75 0D 75 17| -..n..Sx5.%eu.u.
3F 33 FD F5 33 47 FE FD 7F 81 FD F1 82 FB 4B BD| 232x3Gms [ackuks
74 0B 75 B9 DB 32 EC 9E 9E 8D F4 BF 82 FE BD FC| <t.u®PH2MnnKpilkoSs
A1 F4 B6 8R F9 07 3C BE 44 FF FF SF 99 95 FF 14| YpaBm.<sDaap™en.
4F BD B0 B0 2B Bz B8 AD DF DF DF DF F2 F5 Ap 9B 3°° ¢l AAAATR. B
92 90 89 9R DF 9B 96 8C 94 8C DF 90 3D DF 390 8B rp%ed»-Brbaniagy
97 9R 3D DF 92 92 9B 96 9E D1 00 F2 F5 BB 96 8C| —=zNf’m,-BC.rx»-BE
94 DF 9k 8D 8D 90 8D 00 F2 F5 AF 8D 9R ac ac DF| ~Asfipl. oxilshbg
SE 91 86 DF 94 9% 56 DF 8B 90 DF 8D 9B 8C 8B 9E| & tA"rtf«pARKzBn
8D 8B F2 F5 FF FF FF FF FF FF FF 53 34 27 BR 55| FRerxanmanans4'€u
00 20 10 00 FF FF 33 13 07 JE 4F 4E 22 D§ DF 8B| . ..za3..~O0R"Od»

0001BD90E0O
0001BD90S0
0001BDIOAD
0001BDS0BO
0001BD90CO
0001BD90DO
0001BDIOED
Q001BDOOFO
0001BD9100
0001BD9110
0001BD9120
0001BD9130
0001BD9140
0001BD9150
0001BDI160
0001BDO170
0001BD9180
0001BD9190
0001BDI1AD
0001BD91BO
0001BD91CO
0001BD91DO
0001BDI1ED
0001BDOLFO
0001BD9ZO0
0001BD9Z10
0001BD9220
0001BD9Z30
0001BD9Z40
0001BD9250
0001BDI260
0001BD9270
0001BD9ZE0O

01

a4

06

07

03 09 0A 0B

3C
00
EF
45
D1
4E
AL
a8
16
89
438
72
74
D
07
€D
o0
D
96
03
4R
52
¥
cc
F4
0B
42
6F
6o
20
6E
74

56
03

F7
s
3z
B4
00
16
72
Losi

46
ai
50
Fé
02
ai
43
4F
76
72
65
79
oD

58
oo
a0
20
7B
24
26
a0
ic

(158
38
T4
aB
10
15
5B
F4
ER
(13
Li}]
53
F7
cc
24
06
54
20
&D
72
6B
o0

4E
Fé6

29 CC
16 21

D3
c1
3B
10
56
FE
FC
74
23
Ac
EF
2B
56
D
00
Do
E4
01
42
01
13
c3
47
€9
64
72
79
00

21
00

49 48 £3
3F 00 FF
A3 AF DC
54 131136

oo
E8
26
EB

20
3C
aR
a3
48
(1113

a0

8E
{158
57
cs

ag

20
00
20
20
BD
83
06
10
8B
SE
Lk}
D
EB
13
FC
00
L]
4E
8B
oF
be
96

04
01
6R
ok
20
44
13
73
D&

DF

EF

ag

GE

27,

The Inversion element has no adjustable parameters.
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The XOR element decrypfts the data that was scrambled (XOR'd) in

controller's data transfer channel. This mathematical operation works
accordingtotherule:

Data |XORkey| XORd
data
0 0 0
0 1 1
1 0 1
] ] 0

The XOR element has 2 inputs and one output. The physical/virtual
image is connected to upper input, the physical image element with
XOR key loaded as file is connected to lower input. This method of
connection of the XOR element is used for custom built XOR keys and
new XOR key analysis and extraction.

www.rusolut.com
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When a XOR key is supported and available in VNR resources, it must
be selected from Parameters tab of XOR element. Then the second

lowerinput willautomatically disappear.

Xar-key file

2 0 DL iD—LoD

The Parameters tab contains settings of XOR
element.

XOR-Key file contains the path to XOR key file.

Transformation flag is used for XOR key
adjustment, according to page structure.
There are 2 different XOR key formats - XOR
Key for Data area only, and XOR Key for Data
area and Spare area. Transformation flag is
required for XOR Keys which applied to Data
area only (this type is used in ~90% of all
controllers). When XOR Key applied to Data
area and Spare areaq, transformation flag
must be unmarked.

ChUsers\she n

0100000 - Ox10C(

? P neters
Enter filter string {/
4 Bement
Identificator ]
4 Dump
Length [bytes) 10E000000
Automatic str...
4 Cycle xor

Xor-key file C:\Users\shi
Key length Ox100000 -> Ox10CC
Transformation
Transform st...| W400/132/W400|
XOR with ff.. o=
Key page size 02000 -= 0x2180
Page xar |:|

The button = automatically adjusts the XOR key structure according
the page structure (when XOR key for Data area only is used)

XOR Keys have two formats - for Data area only and for Data area with
Spare area. All their parameters which should match to the given case

are mentionedin XOR key file names.

www.rusolut.com

Copyright © 2014 Rusolut Sp. z 0.0. All rights reserved.



ruSUlum

Data Investigation & Recovery Technology

XOR key for xor'd Data area and Spare area

IAUS989SNHL|([176640 1256p IxoredSA)_[988EE] .xor

conftroller model block size [pages]

page size (for DA+SA XOR'd) first 3 bytes of key
[bytes] [hex]

XOR key for xor'd Data area only

SM2702(8K [256p)) [4C912A].xor

conftroller model block size [pages]
Data area size of page first 3 bytes of key
(for DA only XOR'd) [hex]
[kilobytes]

Every controller model may use one of 2-3 keys, depending on the
page and block size of NAND chip

The functional scheme of XOR in working flash storage device and
reverse processisrepresented below

Data writing process (with scrambling) Data recovery process (descrambling)

Data Chip-off reading Data
XOR NAND I NipErd XOR
oooFoooo 4C9E2ADE 4C9E2ADE 4C9E2ADE 000F0000

4C912ADE

HOR key
(scrambling pattern

4C912ADE

XOR key generator
(scrambling pattern

www.rusolut.com
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In hexadecimal format it looks like on picture below. The XOR'd data is
on the left, the decrypted data is on the right, the XOR key is at the

ot

w4/ Phy image 0 X

00 01 02 03 04 05 06 07 08 09 OR 0B|OC 0D 0E OF 00 01 02 03|04 05 06 07|08 09 0R OB |0C OD OE OF

[B1 B3 4D 5C 54 89 DC B1 38 27 51 65 95 CO OF BD| asM\T%bY;'Qe+R.S 0021CE3200 |BB 58 90 4D 53 57 49 4E 34 2E 31 00 02 20 70 01| aXEMSWIN4.1.. p.
27 93 83 R6 77 D3 3R 8E BB 5D 9E B3 26 B7 FD 31| ' # wll:Bs]nes-sl 00AI1CE3Al0 |02 00 00 00 00 FA 00 00 3F 00 80 00 80 1F 00 00| .....m..?.5.B...
51 CC 35 39 03 DR 6E B1 D1 43 8E 2D Ro EC FF D& 0Ms%.Bn¥eHE- Mae 00R1CE3A20 |80 60 77 00 78 07 00 00 00 00 00 00 02 00 00 00| B 'W.X.... .
87 FB 81 FF B3 13 4C 1F CD 8D EC 28 F¢ 07 4R 5C| +#8Pgi. L HEM(§.J\ 00A1CE3A30 |01 00 08 00 00 00 00 00 00 00 00 00 00 00 00 00| .... ..

DE 37 F0 BE D& 3D 11 51 EE B9 81 08 47 EC DF 43| D7psé=.0oR.GHMAH 00R1CE3A40 |00 00 29 C6 A6 78 FA 20 20 20 20 20 20 20 20 20| ..)E|(=

02 28 €5 59 97 2E 6B BE 3D 4C 7B 1R 65 26 7D 78| . (EY—.js=L{.es}x 00R1CE3AS0 |20 20 46 41 54 33 32 20 20 20 FA 33 C9 8E D1 BC FAT32  =3HBCH
AD €6 E5 E0 C4 14 12 20 ED 6F AD D3 €3 4% 21 26| .%eafl.. wo.OrIV: 00AI1CE3A60 |F8 7B 8E C1 BD 78 00 C5 76 00 1E 56 16 55 BF 22| m{BBSx.Ev..V.Ui"
2B 54 04 2R 05 31 92 82 91 99 08 05 2D E6 EE 38| «T.%.17,'™..-%o3 Q0AI1CE3ATO |05 89 7E 00 89 4E 02 Bl 0B FC F3 R4 8E D9 BD 00| .%~.%N.:.syuBls,
13 3E OF 79 CD 63 3B 7E B8 1F 37 A7 BD Bl CF AC| .>.yHh;~8.7§5:M- Q0AICESAB0 |7C C6 45 FE OF 8B 46 18 88 45 F9 38 4E 40 7D 25| |KEp.<F.€EMAN@}%
F9 20 22 08 SE 67 7E BO A4 D5 DC 6F 4E CD E4 FB| B ".~g~"HXboNHpH 00R1CE3A90 |8B C1 99 BB 00 07 E8 97 00 72 1A 83 EB 3R 66 A1| (B™..w.r.fm:fV¥
13 4E 10 71 04 OF C9 47 41 BE AE 17 6E FA E2 27 N.g..HGRs®.nus" 00RICE3AA0 |1C 7C 66 3B 07 8R 57 FC 75 06 80 CR 02 88 56 02| .|f;.BWsu.BK.€V.
CB CD 88 F4 2B 70 9R 89 76 12 D9 15 7C &3 AB 0D| INHE}+ps%v.L.|ce. 00R1CE3ABO0 |80 €3 10 73 ED BF 02 00 83 7E 16 00 75 45 8B 46| GEl.g8i..f~..uE«F
F7 RC C4 82 8C BS D4 96 53 13 20 79 3C FF 75 09| wuw-J,Bus-5. y<mu. 00R1CE3ACO |1C 8B 56 1E B9 03 00 49 40 75 01 42 BB 00 7E E8| .<V.E..IGu.B».~u
31 43 53 49 08 CE 9B BC 42 E5 B3 F1 2C 64 2R BE| 1CSI.0>jBedc,d*s Q0AI1CE3AD0 |5F 00 73 26 BO F3 4F 74 1D 8B 46 32 33 Dz B9 03 55°m0t.<F23TR,
2F 21 9C D9 88 4D B2 D3 97 64 1E D7 36 AD BE 93| /!EcMyY—d.u6.s Q0AICE3AE0 |00 3B €8 77 1E 8B 76 OE 3B CE 73 17 2B F1 03 46

%9 71 91 E5 2C D2 FF 11 AR 34 CB 55 B3 43 86 53| ™g‘e,Ta.€47UiCtS 00AICESAFO |1C 13 56 1E EB D1 73 0B EB 27 83 7E 2& 00 77 03

9E 4& 05 D7 7C C3 FA DC 34 70 EF 77 F8 9C 00 39| A”J.9|Tnbépnwms.9 00R1CE3E00 |E9 FD 02 BE 7E 7D AC 93 03 Fo AC 84 CO 74 17 3C

04 EE 7B 9E 8F AF EB 80 DO 57 04 03 B4 36 A8 3E| .o{RUINBPW..T6E> Q0RICE3B10 |FF 74 09 B4 OE BB 07 00 CD 10 EB EE BE 81 7D EB

€5 F1 4F 79 B3 D& 8E ED AR C9 C6 09 CC 85 D2 13| ecOyilE=zchE.M_T. 00R1CE3B20 |ES BE 7F 7D EB E0 98 CD 16 SE 1F &6 8F 04 CD 19

92 A5 69 12 19 3D 63 55 91 23 2R 9F 6B 81 FF FF| ’'Ti..=cU‘#*pkfam 00R1CE3B30 |41 56 66 6R 00 52 50 06 53 6R 01 6R 10 8B F4 60| AVEj.RP.53.3.<9"
12 6B 7D 7D 77 OF ED 30 69 7F 52 7C F3 43 6C 87| .k}}w.u0i RIVCl% 00A1CE3B40 |80 7E 02 OE 75 04 B4 42 EB 1D 91 92 33 D2 F7 76| B~..u.rBm.'’3Tsv
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In Bitmap it looks like on following picture. The XOR'd datais on the left,
the decrypted datais ontheright, the XOR key is at the bottom

B phy image 0

T [ mi
; Row: 320444; Address: 2748127819, Value: 151
55355 Selected: 0

XOR'd datalooks like the noise and has no patterns.

Decrypted ororiginal data usually has different horizontal patterns.

XOR key has very specific patterns, depending on conftroller it may
have totally different look.

The online library of XOR key patterns can be found on the website:
http://rusolut.com/xor-key-library/

www.rusolut.com
Copyright © 2014 Rusolut Sp. z 0.0. All rights reserved. 17
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0

The Pair element performs a page reordering within virtual block,
according to multi-plane block allocation scheme.

Virtual image

0,

Movable block size

i

Number of partitions " Area size

www.rusolut.com
Copyright © 2014 Rusolut Sp. z 0.0. All rights reserved.
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The Pair element must be connected to the virtualimage at the end of
scheme, if controller used multi-plane block allocation scheme (used

in 90% of cases)
0 (0] 0 (0] 0

The Parameters tab contains setftings of Pair » Parameters
elemenT. Enter filter string

4 Element

ldentificator 1]

4 Dump
Number of partitions defines the number of e =
parts on which the Area will be divided. e attions =
NormO”y ”’S equcl 2, Someﬂmes 4, Moveable block size 9216 3]
depending on how many physical blocks Area size 4755455 [

used for virtual block allocation (2-plane and
4-plane interleaving)

Movable block size determines the area size
that is being reordered inside the Area size.
Normally it's equal to page size of NAND
chip.

Area size defines the periodic areq, inside of
which there are reorderings of movable
areas. Normally it's equal to virtual block size
(virtual block consists of 2 or 4 physical blocks,
depending on multi-plane block allocation
scheme).

www.rusolut.com
Copyright © 2014 Rusolut Sp. z 0.0. All rights reserved.
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The Pair operation for 2-plane block allocation scheme (virtual block =
2 physical blocks) is shown below:

o Virtual image

Movable block size /- Page 00 . AN~ 1. 0

(page) / Page02 NG ., Pageo1

/ Pageo4 AN ) - Page 02

e Page 06 2 Page 03

Number of partitions L= Page 04
(2 physical blocks) Area size Page EF % ™ Pageos

T (virtual blogkMEET-CR R . Le Page 06

R | Pageo3 4 Page 07
Page 05
Page 07

Page EF
Page FF

Page 00
Page 02
Page 04
Page 06

Page EF
Page 01
Page 03
Page 05
Page 07

Page FF

Page oo Page 00
Page 02 Page 01
Page 04 Page 02
Page 06 Page 03

Page 04
Page EF Page 05

Page o1 Page 06
Page 03 Page 07
Page 05
Page 07

Page EF
Pagetk | Page FF

max max

www.rusolut.com
Copyright © 2014 Rusolut Sp. z 0.0. All rights reserved. 20
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o

The Separate element performs a page reordering within virtual block,
reverse to Pairelement.

Virtual image Separate

o]

Movable block size

Number of partitions |

max

It has same parameters as Pair element

www.rusolut.com
Copyright © 2014 Rusolut Sp. z 0.0. All rights reserved. 21
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L >
L)

The Unite element joins virtual images together (dumps of crystals,
NAND chips) with specific step. This operationis used to join NAND chips
and crystals of one chip, also during Bad Column removal. When more
than one physical image presented in case, they all must be united at
the end of analysis to build the logical image, according to block
allocation scheme (sequentially or parrallel).

Virtual image o Virtual image 1 Virtual image o Virtual image 1
0 o 0 o

Area size

Area size

max max max max

Unite % Unite

2 X max

www.rusolut.com
Copyright © 2014 Rusolut Sp. z 0.0. All rights reserved. 22
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The Unite elementjoins the virtualimages at the end of analysis.

The Parameters tab contains settings of Unite
element.

Number of inputs defines the number of
dumps which will be united periodically
(Areasize).

Area size defines the periodic area that is
taken from several dumps and joint together.
Normally it's equal to page size (parallel) or
dump size (sequentially). Sometimes it may
be equal to 1 or 8 bytes, depending on
controller’'s block allocation scheme.

WWww.rusolut.com

bs Parameters
Enter filter string
4 Element
ldentificator 1]
4 Dump
Length [bytes) 4529848320
Automatic structure |:|
4 Unite dump
MNumber of inputs lel
Area size 2264924160

Copyright © 2014 Rusolut Sp. z 0.0. All rights reserved.
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0

The Rotate element changes byte order (group of bytes) in the whole
dump.

Data [bytes]

12345678

Area size = 1 byte

243 6518 /7R

Area size = 2 bytes

3412785 6K

Area size = 4 bytes

5 6 7|81 2 3 45

The Parameters tab contains seftings of C Parameters
ROTOTe e|emeﬂ1'. Enter filter string
4 Element
Mame 0
4 Dump
. . . . . Length [bytes) 9324331008
Area size defines the period of rotation, in Autjmﬁmm 7] Cam et caleulate structu

4 Rotate dump

Area size 1 =

www.rusolut.com
Copyright © 2014 Rusolut Sp. z 0.0. All rights reserved.
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Areasize =1 byte

i Phy image 0

00 01 02 03|04 05 06 07 08 09 0OA OB |0C 0D 0E OF
0000000000 00 00 00 00|00 75 73 65 |72 64 61 74 61 00 00 00
0000000010 oo o0 00 00|00 00 0O 00 |00 00 0O 00 |00 00 00 00
4000000020 oo oo o0 00 00 00 00 00 00 OO0 00 00 00 00 00 00
Q000000030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Q000000040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Q000000050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0000000060 00 00 00 00|00 00O 0O 00 |00 0O 0O 00 |00 00 00 00
a000000070 oo o0 00 00|00 00 0O 00 |00 00 0O 00 |00 00 00 00
0000000080 00 00 00 00 00 00 0O 00 OO0 OO0 00 00 00 00 00 00

.ugerdata...

AT Rotate 0

00 01 02 0304 05 06 0708 09 OR 0B |0C 0D QE OF
Q000000000 00 00 00 00 75 00 &5 73 &4 72 74 &1 00 &1 00 00 --..U.e3drta.a..
Q000000010 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0000000020 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00
0000000030 00 00 00 00 00 00 0OC 00 00 00 00 00 00 00 00 00
0000000040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Q000000050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Q000000060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Q000000070 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Q000000080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Areasize =2 bytes

00 01 02 03 04 05 06 07 08 0% OR 0B OC 0D OE OF

Q000000000 00 00 00 00 00 75 73 &5 72 64 61 74 &1 00 00 00| ..... userdata...
0000000010 00 00 00 00 OO0 00 00 00 00 OO0 00 00 OC 00 00 OO0
0000000020 00 00 0O 00 |00 0O 00 00|00 OO 00 00 OO0 00 00 OO
0000000030 o0 00 0O 00 |00 00 00 00|00 OO0 00 00 OO0 00 00 OO0
4000000040 a0 oo 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00
Q000000050 00 00 00 00 OO0 00 00 00 00 OO0 00 00 OC 00 00 OO0
0000000060 00 00 00 00 OO0 00 00 00 00 OO0 00 00 OC 00 00 OO0
0000000070 00 00 00 00 |00 00 00 00|00 00 00 00 00 00 00 OO
0000000080 00

00 00 00 00 00 00 00 0O 00 00 00 00 0O 0O 00
B rotate 0
00 01 02 03 04 05 06 07 08 09 0R 0B OC 0D OE OF
0000000000 [00 00 00 00 73 &5 00 75 &1 74 72 4 00 00 61 00| ....se.uatrd..a.
0000000010 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0000000020 |00 00 00 00 0O 00 00 00 00 OO0 00 00 00 00 00 00
0000000030 |00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00
0000000040 |00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00
0000000050 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0000000060 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0000000070 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0000000080 |00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00

Areasize =4 bytes

E Phy image 0
00 01 02 03 04 05 D6 07|08 09 ok OB |OC DD OE OF

0000000000 00 00 00 00 00 75 73 65|72 64 61 74 |61 D0 00 00 «sassuserdaca. ..
000 010 00 00 00 00 00 00 DO 0O 0D 00 00 00 OO0 00 00 00| ..eecevmncncnnnn
0000000020 00 00 00 00 00 00 0O €O 0D 00 OC OO0 |00 D0 00 0O srsssaresassaan
0000000030 00 00 00 00 00 00 DO 0O 0D 00 00 00 OO0 D0 00 00| ..eeceeencncnnnn
00 00 00 00 00 00 DO OO 0D 00 OC 0O |00 DO 00 0O srsssaresassaan
00 00 00 00 00 00 DO 0O 0D 00 00 00 OO0 D0 00 00| ..eeceeencncanan
0000000060 00 00 00 00 00 00 DO OO 0D 00 OC 0O |00 DO 00 0O srsssaresassaan
0000000070 00 00 00 00 00 00 DO 0O 0D 00 00 00 OO0 D0 00 00| ..eeceeencncanan
000 80 00 00 00 00 00 00 DO OO 0D 00 OC 0O |00 DO 00 0O srsssaresassaan
0 0L 02 03 04 05 06 07 08 09 OA OB |OC 0D QE OF

00 E
0000000000 00 753 73 &5 00 00 DO 00|61 00 00 00 72 64 61 74 -use....a...rdat
0000000010 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| veeesenrnaneses
0000000020 00 00 00 00 OO0 00 DO OO0 OD 00 OO0 00|00 DO 00 00| ..iceeceiecnncnnnn
0000000030 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| veeeuenrnaneses
0000000040 00 00 00 00 OO0 00 DO OO0 OD 00 OO0 00|00 DO 00 00| ..iceeceiecnncnnnn
0000000050 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| veeeuenrnaneses
0000000060 00 00 00 00 OO0 00 DO OO0 OD 00 OO0 00|00 DO 00 00| ..iceeceiecnncnnnn
0000000070 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| veeeuenruaneses
il } 00 00 00 00 OO0 00 DO OO0 OD 00 OO0 00|00 DO 00 00| ..iceeceiecnncnnnn

www.rusolut.com
Copyright © 2014 Rusolut Sp. z 0.0. All rights reserved.
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The Offsets element allows to cut/add bytes at specific offsets within
periodical areas.

N o ¥
Area size

Area to cut Remove

Area to cut

Area size
Offset1 _’__,-") Offset 2 .""‘“u.___of'fset 3
.,\:") A ..\"-\ f:.
o 3 1

Areato cut
Area to cut [

T max max
Remove

www.rusolut.com
Copyright © 2014 Rusolut Sp. z 0.0. All rights reserved. 26
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The Offset element used for Bad Column removal operation, as well as

forsome other non-standard transformations.

[ Blocks of Plane 0[ > [ Bad columns [

Elocks of Plane 1[ > [ »Ead columns [ >

The Parameters tab contains settings of
Offsets element.

Area size defines the periodical area where
offsets are added. It equals to physical
block/page size during bad column removal
operation.

Insertion value defines the pattern which will
fill the added bytes (this option is not used for
datarecovery purpose usually).

Blocks of Planed = Planel

b4 Parameters

Enter filter string
4 Element
Identificator 0
4 Dump
Length [bytes) 0
Automatic structure I:‘
4 Cyde offsets dump
Area size 9216@
Insertion value =
Use source address
S OE] 7| E ] E]

Offsets option is used for manipulations with the physical image -
cut/add bytes, edit offset, remove bad column. Number of offsets is
unlimited, they can be sonnected Iin sequence for complex

transformations.

WWww.rusolut.com
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The Arrange blocks element is the container of logical image. It is the
result of block translation from virtual image to logical through markers
table.

The Arrange blocks element has two inputs and one output. The source
element (XOR, Pair, Unite or any other) must be connected to the
upper input, the Markers table element to lower input (it sets the blocks
order - translator)

The Arrange blocks element must be added in combination with
Markers table and Data Area elements.

~ /
S Markers table |
S /
S

This element has no adjustable parameters.

The logical image is shaped inside the Arrange blocks element
(including Data Area and Spare Area of pages), after analysis and
block table creation via Markers table.

www.rusolut.com
Copyright © 2014 Rusolut Sp. z 0.0. All rights reserved.
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S

The Data area element is designed to extract the data area of page
fromlogicalimage, storedin Arrange blocks element.

The Data area element has one input and output, itis the final element
in process of physical image transformation. To save the user's dataq,
the File System viewer must be opened on Data area element. It is
possible to save the logical image to binary file from this element, for
further analysis in forensic tools, using the functions from dump viewer
menu (Save all).

The Data area element must be added in combination with Arrange
blocks and Markers table elements.

— -!- 3 0 D
e,
‘\\\\ .
. /
The Parameters tab contains settings of Data » Parameters
OreO elemenT. Enter filter string ()’

4 Element
Identificator 0
4 Dump
Length (bytes) 1585445912

Data structure defines the data area potomatic t
i 1 1 4 Structure dum
structure qf page. it must be predefined in e .
structure viewer and then choosen from this
menu.

www.rusolut.com
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Markers table
3 1D

The Markers table element is designed for physical/virtual block
translationinto logicalimage, according to spare area of page and it's
parameters (positions of different markers - LBN, Header, etc.). These
parameters are set in Structure viewer mode at the step of dump
structure analysis.

The Markers table element must be added in combination with
Arrange blocks and Data area elements.

.

~ )

\\\ Markers table /-/
S o O

~ e

The Parameters tab contains seftings of the C Parameters
Markers table element. Enter iter sring
4 Flement
Mame 0
4 List creator
. Translation ta... _
Dump structure must be copied from source- st e
element using button [« ¢ List creator by markers _
Dump Structure| Edit structure | fu |
Bank structure
EBank position E]
. . . Block structure | Block v
The Block structure is essential and it must be B postion a5 [0
set from drop-down menu. Header posi. 2=
Test1 position E]
Test2 position E]
Page
The Page structure is essential and it must be LPN position | Pon¢
set from drop-down menu. L
o
ECC
LEM
The Bank structure is optional, depends on ester
test

how many banks NAND space is divided. It
can be set from drop-down menu.

www.rusolut.com
Copyright © 2014 Rusolut Sp. z 0.0. All rights reserved.
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The LBN structure is essential and it must be set from drop-down menu.
In case if LBN has reverse order (e.g.1025,1024), it can be changed
manually inthe LBN field.

The Header structure is usually essential and it can be set from drop-
downmenu.

Otherstructures are optionaland can be set from drop-down menu.

The Create translation table button is used to build table of virtual
blocks (logical block distribution across physical blocks with mixed
order) for further analysis in block table and block re-ordering and
filtering.

The Create List button is used to build the logical image in Arrange
blocks element (after sorting and filtering blocks according to LBN).

www.rusolut.com
Copyright © 2014 Rusolut Sp. z 0.0. All rights reserved.
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The Edit element virtually changes dump. This operation doesn't bring
any changes directly to dump-file of physical image, it does virtual
modification. It is useful in cases when some parameters of file system
must be changed and other non-standard situations (e.g. to change
sectorsize value in boot sector from 2048b to 512b).

3C 90
02 00 02
1E

BEC
33 4E 24
ic
56
16 03
48
C3 48 F7
39
61 74 32
7D B4
BB 07 00
16
3B 00 72
D C7
7D
48
aR
4R 52 50
Fé
Co CC 02
aR
49
4F
76
68 65 72
6B 20 65
79
oD
EF

04 05 D€ 07
53 2E 4E 21
00 F8 F& 00
80 01 29 CC
46 41

2020
7B 8E
24 8B
26 66
80 C3
1C 13
2% 56
01 46
33 2D
74 0%
8B FO
10 EB
13 26
5B 8B
F4 29
EX 03
66 8B
0D 32
53 6L
F7 Fé
cc B8
24 CD
06 F8
54 4D
20 64
6D 65
72 6F
6B 65
00 00
00 00

D9
Cc1
3B
10
56
FE
FC
T4
a3
AC
EF
8B
56
m
a0
Do
E4
01
42
01
13
c3
47
69
64
72
79
a0
D7

43 00 02

B3
99
a7
73
1E
B3 |20 00
11 4E
17 |60 Bl
C7 20
98 40 74
A
55 1R 52
24 BE
ac
00 |20
66

E&
BF 00
BE
FB 72
0C 48 74
E6
BO 01
8B
4E F2
B6 C8
EB
FC 13
46 18
1A
0E 75
0B 40 75
00 60
20 20
6F 72
1)
50 72 65
20 72 65
aAc
4B

&R
87 ck F7

61 61 72
41 BB 00

73 |6B 73
69

20 74
00 |00 00
Ap

I

i) Edit 0 X

04 05 06 07 08 09 OR 0B|0OC 0D 0E

a<h-X.N!'IHC.. .. 0001BDBE40D 58 2E 4E 21 49 48 43 00 02 20 04
. mu. ? . 0001BDAESO 00 Fa Fe 00 3F 00 FF 00 20 00 00
ai MIIBENO N 0001BDBEGD 80 01 29 CC A3 AF DC 4E 4F 20 4E
ji | §| coo1BDEETO

BCjp{Blg. BAgS. | 0001BDBEED 7B B8E D9 B3 00 20 8E CO FC BD 00
3§$ )15« EMu<. . b 0001BDAEDD 24 BB C1 99 E3 3C 01 72 1C 33 EB
fV.\&f;.aJ]:Whu.m'EK 0001BDBEAD 26 66 3B 07 26 8k 57 FC 75 06 &80
LEV.ET. sun3KEF. u 0001BDAERO 80 C3 10 73 EB 33 C9% 3R 4§ 10 398
f..F..V..F..Ccv. 0001BDRECO 1C 13 56 1E 03 46 OE 13 D1 8B 76
‘LFakVoE .uln. . 0001BDBEEDO 89 56 FE B8 20 00 F7 E6€ 8B S5E 0B
THuY.Fs.Npai, . .u® Q0001BDREED 01 46 FC 11 4E FE 61 BF 00 00 EB8
.erﬂ—t.‘t.aV}Y: O001BDREFO 38 2D 74 17 60 B1 0B BE A1 7D F3
at.ZNt.r"§ ;HrEnh 0001BRDABYOD 74 09 33 C7 20 3B FB 72 Eé EB DC
Hirl«p- Bt.HL.r. 0001BDBY1D 8B FO AC 98 40 74 0OC 48 |74 13 B4
»..H.nm 3}n® sla 0001BDAS20 10 EB EF R0 FD 7D EB E6 RO FC 7D
BH.H.&<U.R°.»..u Q0001BDAS30 19 26 8B 55 1A 52 B0 01 BB 00 40
H rm[.th$:3.I<hEFp 0001BDBY940 5B 8k 56 24 BE 0B 7C 8B FC C7 46
SF@J}EM%.NT’;.NLIX 0001BDBY5D F4 29 7D 8C D9 89 4E F2 89 4E F6
—HIk... .IUf¢Fm 0001BDBY9&D ER 03 00 00 20 OF B6é CA 66 8B 46
f.F.f«PfErR.O~.IH 0001BDB970 66 8B DO 66 C1 ER 10 EB 5E OF B6
JIBF.20498.Fu. Vor 0001BDBY98D 0D 32 E4 F7 E2 03 46 FC 13 56 FE
JRP.S5j.j."“«F.-r3 Q001BDAY30 53 6R 01 6R 10 91 8B 46 18 96 32
Tun ‘unBiKuv. Brhu 0001BDAYAD F7 F6 42 a7 cR F7 76 1R 8k F2 ak
AM_ Mg, B~..u.rB Q001BDASEOD CC B3 01 02 80 7E 02 0E 75 04 B4
c(pJ]:V$H.aar.@ B. 0001BDBYCO 24 CD 13 61 61 72 OB 40 75 01 42
“.Iu.mI‘Aa..‘f] JI Q001BDAYSDO 06 F3 C3 41 BB 00 00 60 66 6& 00
°BOOTMGR -Re Q001BDASED 54 4D 47 52 20 20 20 20 0D oAk 52
mpve disks or ot Q001BDAYFO 20 64 69 73 6B 73 20 6F 72 20 &F
her HDedia.s..Dis Q001BDBAO0D 60 65 64 69 61 2E FF 0D 0R 44 69
k¥ errcra..Preas Q001BDBA10 72 6F 72 FF 0D ok 50 72 65 73 73
any key to resta Q001BDBAZ0 6B 65 79 20 74 6F 20 72 &5 73 74
o P —NLue Q001BDBA30 a0 00 00 00 00 00 00 AC|CB D3 55
afng. .Y, s~UKves Q001BDER40 00 00 D7 RD 26 7E 55 4B |76 €5 a8

This element has no adjustable parameters.
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Toolbar

Toolbar contains a set of tools for work with elements. The set of tools is
activated when one of the elements is chosen. Available modes
depend on chosen element. All functions are divided by several
groups

Warkspace

= A = p— = ; = — _ : [

y / O Add physical images E' Insert area E Erc, ( t) i ? ) f ‘) ) ( ? \ ( ? 1 ;,‘; ml E::'\
b |=& Open physical images Skip area . =/ = il il = = e ] 1 |
Delete Copy Remove bad Dump  File system {OF Data Spare Data Page File system  Fea Imp G

Cut area columns viewer  viewer ke: area  area transformation  allocation metadata from reader | ! ﬂ Grid

Element functions Dump functions Dump analysis functions Physical ima.., | Position

Element functions (available for all elements)

Reader functions (available for Reader element)

Physicallmage functions (available for Physicalimage element)

ECC functions (available for ECC element)

Dump analysis functions (available for elements except Markers table)
Dump functions (available for all elements except Markers table)

Block list operations (available for Markers table element)
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Element functions

The group of Element functions contains Delete, Copy, Add physical
image, Open physicalimage, Remove bad columns operations.

Case Workspace

o i €) Add physical images fi=] Insert area i
y ‘ 4 _
il I=% Open physical images Skip area
Delete  Copy Remaove bad

IEI Cut area columns

Element functions

Delete operation is used to delete elements and connections
between them.

Copy operation is used to clone elements with their parameters. It is
used when the same operation applied to multiple dumps.

Add physical images operation is used to add empty physical image
elements for further chip reading into it. It is used when the new task
is being created.

Open physical images operation is used to import dumps to the task.
It is used when the task is created from old dumps that have been
previously read.

Remove bad columns is used to remove bad columns automatically,
from extracted bad column table of chip (Read bad columns
operation)
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Reader functions

The group of Reader functions contains Read ID, Read ONFl chip
configuration, Read bad columns operations.

Version: W2
TITID T.T@ T.T Serial number:  S5/MNO000

Read Read ONFIchip Read bad L Show voltages
D configuration columns

Reader functions

All operations available for Reader are described in element
description (Elements section)

Physical Image functions

The group of Physical image functions contains Read dump from
Reader operation.

<01
[ 10
i

Read dump
from reader

Physical ima..,

All operations available for physical image element are described in
element description (Elements section)

ECC functions

The group of ECC functions contains Reread dump operation.

Eec ek

All operations available for ECC are described in element
description (Elements section)
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Dump analysis functions

The group of Dump analysis functions contains Data area analysis,
Spare area analysis, Data transformation analysis, Page allocation
analysis, File system metadata analysis operations.

(2 (?) 2 ?) (?)
v Oy V2 2 V2
Data Spare Data Page File system
area area transformation allocation metadata

Dump analysis functions

Data area analysis is used for automatic analysis of page structure. It
is used on the stage of physical image structure description.

Spare Area analysis is used for statistical analysis of Spare Area. It is
used for detection of LBN, Header and other structures.

Data transformation analysis is used for automatic analysis of
Inversion, Unite by byte, Rotation presence or absence. It is used for
finding transformation of user's data in the controller-NAND data
transfer channel.

Page allocation analysis is used for determination of type of the
virtual block allocation, inside the image and also between
chips/crystals. It is applied to single dump for analysis of Pair
operation (Multi-plane block allocation) and to several selected
images (serial/parallel block allocation schemes determination).

File system metadata analysis is used for search and analysis of file
system structures (FAT table/MFT File records). It is used for analysis of
page allocation inside/between chips. Analysis based on FAT
tables/MFT record sequence.
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Dump functions

The group of Dump functions includes Dump viewer and File System
viewer.

o1 IF‘ =5[-=}
é} l =
Dump  File system
viewer viewer

Dump functions

File System viewer is designed for file system browsing and file saving
fromthelogicalimage.

Dump viewer is designed for visual analysis of the content of physical
and virtual images in different data formats. It has several data
respresentation and view modes.
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L1 L=
Hex | Bitmap Structure Records Save

View | view view view all

The Hex View mode is the typical hexadecimal representation of data
in physicalimage.

0001BDS0OEO EB 3C 90 2D 58 2E 4E 21 49 43 43 00 02 20 04 00 n<h-¥X.N!IHC..

0001BDS0S0 02 00 02 00 00 F8 Fe& 00 3F 00 FF 00|20 00 OO0 00| ..... m.?.8. ...
0001BDS0R0 E0 BF 1E 00 80 00 235 CC|A3 AF DC 4E 4F 20 4E 41 ai..B.)MJIIENOD N%
0001BDS0BO 4D 45 20 20 20 20 4e 41 54 31 36 20 20 20 33 C9 Mg FAT16 3H

D001BDS0CO  |8E D1 BC FO 7B 8E D9 B8 00 20 8E CO FC BD 00 7C| EBCjp{BH&. BRgpsS.|
0001BD30D0 |38 4E 24 7D 24 3B C1 99 E8 3C 01 72 1C 33 EB 32| 8N$}s¢E™m<.r.fm:
0001BDS0EC (66 R1 1C 7C 26 66 3B 07 26 8R 57 FC 75 06 80 CR| £¥.|saf;.sBWsu.BE

0001BDS0OFO 02 83 56 02 80 C3 10 73 |EB 33 C9 8A 46 10 93 F7 LEV.ET.3n30BF. u
0001BD9100 66 16 03 46 1C 13 536 1E 03 46 0E 13 |D1 8B 76 11 £f..F..V..F..Ccv.
0001BDS110 &0 89 46 FC 89 56 FE B8 20 00 F7 E& 8B 5E 0B 03 "LFaLVEE .ulcc. .
0001BDS120 C3 43 F7 F3 01 4& FC 11 4E FE &1 BF 00 00 E3 E& T'Hu¥.Fo.Npal,.u®
0001BDS130 00 72 39 26 33 2D 74 17 &0 Bl 0B BE R1 7D F3 Re .r9sd-t. x.3¥}¥!

0001BD%140 61 74 32 4E 74 0% a3 C7 /|20 3B FB 72 E6 EB DC 2o atZNt.n3 ;HrEmgb

0001BD%150 FB 70 B4 7D 8B F0 RC 93 40 74 0OC 48 |74 13 B4 OE Hlr}l¢«p- @t.Ht.T.
0001BD%160 BB 07 00 CD 10 EB EF &0 FD 7D EB E6 R0 FC 7D EB w..H.no 2}a% sln
0001BD9170 E1 CD 16 CD |19 2§ 8B 55 1A 52 B0 01 BB 00 00 E3 EH.H.s«U.R".»..H
0001BDS1E0 3B 00 72 E8 5B 3R 56 24 |BE OB 7C 8B FC C7 4& FO ;.ru[BVes. [«uSFp
0001BDS1590 3D 7D C7 48 F4 25 7D 8C D9 89 4E FZ 89 4E Fe Ce =}5Fp) }BOsNT%NuX
0001BDS1R0 06 96 7D CB ER 03 00 00|20 OF B6 CB &6 8B 46 F& —Hik... .IHI<Fm
0001BD%1BO 66 03 46 1C &6 4B DD 66 |C1 ER 10 EB 5E OF Bé C3 f.F.f«PfEr.a~.9IH
0001BDS1CO 4A 4R 3R 4§ 0D 32 E4 F7 E2 03 46 FC |13 56 FE EB JJBF.2098.Fn. Voa
0001BDS1D0 4A 52 50 06 53 6R 01 62|10 91 8B 46 13 96 92 33 JRP.5j.j. "« F.-"3
0001BDS1EQ Dz F7 Fe& 91 F7 F& 42 87 CR F7 76 1R s8R F2 3R Es8 Tuy *guBilay ., hrlu
0001BDS1FO co cc 02z oR CC Ba 01 02|80 7E 02 OE 75 04 B4 42 AM, Mg, .B~..u.rB
0001BD2200 8B F4 3R 56 24 CD 13 61|61 72 OB 40 75 01 42 03 «bEVsH.aar.@u.B.
0001BDS%210 5E 0B 4% 75 06 FAa C3 41 BB 00 00 &0 66 &R 00 EB A~ Iu.mTMBe. . "fi.m
0001BDS2Z20 BO 42 4F 4F 54 4D 47 52|20 20 20 20 0D 0R 52 &5 “BOOTMGR . .Re
0001BD%230 6D 6F 76 &5 20 64 &9 73 6B 73 20 &F 72 20 &F 74 mogve disks or ot
0001BD5%240 63 €5 72 20 6D 65 €4 €% 61 2E FF 0D OR 44 &3 73 her Media.A..Dia
0001BDS250 6B 20 €5 72 72 €F 72 FF 0D 0OR 50 72 &5 73 73 20 k errcora..Preas

0001BDS260 &6l BE 739 20 6B &5 79 20 74 &F 20 T7Z &5 73 74 el any key to reata
0001BDS270 72 74 0D OR 00 00 00 00 00 00 00 AC CB D3 55 AR 1 v -nlue
0001BDS2E0 afina. Mom°+3' d
0001BD%290 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| .iieienccennenans
0001BDS2ZRO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| .iieienccennenans
0001BD92B0 oo 00 00 00 OO0 00 00 00 00 00 00 00|00 00 00 00] .veccewcamcnnnnn
0001BDS2C0 00 00 00 00'00 00 00 OO0 /00 0O OO0 00/00 Q0 00 001 ..ieieienccennenans

The whole hexadecimal array of bytes is divided by 16 bytes which is
the industry standard.

The current address in hexadecimal format is displayed on the left,
which meansrelative offset from the beginning of dump.

The byte addressinside the line is displayed above with an accuracy to
1 byte.

In the center window there is user's data in hexadecimal
representation.
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017 | faml (@i =P ==
L e & 5 H
Hex |Bitmap | Structure Records Save
view | view view view all selected

The Bitmap View mode is a tool for visualization of binary
representation of dump. In this mode ~60-80% of dump analysis process
takes place. It allows to analyze: data patterns, virtual block size, bad
columns, ECC errors, XOR key, page structure, spare area structure,
virtual block allocation scheme and many other patterns.

Transition from Hexadecimal to Bitmap data representation s
performedin afollowing way

16 byt
DR
2B AD BE EF FA CE...
..512bytes.
» [2B AD BE EF FA CE...CAFE
512 bytes
______________ 4096bits,.-_,__._______
#571610111010110110111110111011111111101011001110...1100101011111118
________ Y....4096bits,___,_____‘___
A ot it i n : L d ----
e CA FE 1._._-_._-_-___-__._-_|_-_
Hex view (classic) Bitmap view

Pages

-
. [ " BN B SN F B BN BN B W EEE FEw  EEAEE N
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Cas: Navigator Dump viewer Hex viewer Bitmap viewer o

Page size: ?;W:Q = g’h start W awsL‘J B & Shift size: o
Pixel size: 1 L : Stop: V. azst?El [TRe

B — Show | Show I ==,

[ synchronize with Hexview | | structire | position | Selected: V. 31

View settings Shift

orkspace

- a0 01 02 0304 05 06 0708 09 0k 0B|0C 0D OE OF =
015F80550 D1 15 R4 E8 79 4B 9E 82 EC 26 3R 22 07 72 D3 AB C.uuyKn, Ms: = V.
015780560 |94 CA 55 E1 41 67 2B 1F F3 13 44 C2 9C 87 2B BO| ~KusAg+.y.DBEt+"
0015F80570 ch R¢ 7D 68 E7 D7 A2 A7 eR 1B 6B 9D A5 50 33 72 X! }n3u¥E] . k&IP3 x
015F80580 |ED 2F 60 2F DA B3 15 oA BR B7 17 BS El EE SE 9E| s/ /Pi..e-.pbo°h =
015F80590 |26 59 63 14 4B 8B 27 96 R6 3F E4 FA F9 32 50 96| s¥h.Ke'—!zgem2p-] B
015F205A0 |AC D8 64 88 BB DD 07 2B 05 77 14 3D 64 4E 2F FB| _Md€»3.«.w.=dN/H
015F80SB0 (75 1B 1D 72 CC E9 6E 33 12 C8 EB D1 63 4B 81 CO| u..rMin8. MaCcKiR
015F805C0 (16 D4 7D 0B 2D €4 $B FF E6 19 07 F7 B0 EB 2D 6B| .#}..J>a%..3 a.
015F305D0 [A2 4R DF B3 7C A7 29 FC 1D D6 B4 BF 9D 34 ED 72| VYJfil§)s.lUrikdnr
01SFB05E0  [RE €3 06 64 €B 5C BB 4C BR ER D9 52 3D 39 80 €3| OH.dM»LexHR=95H
901SFB05F0 27 A2 €5 4B 73 37 44 31 00 AE AB 4C 77 F2 04 37| 'YEK37D1.®aLwr.?
0015F20600 (4E D6 80 DC E9 A3 20 CF AD 98 3E 63 5F 4F C1 F3| NIBbiJ I.” >c_OF
015780610 |50 A3 A4 D7 96 €4 1E 8C A6 20 A6 00 0B 75 79 3C| PIU-I.B! !..uy
015F80620 [1R 90 30 FA 68 8F 11 4A 89 F1 60 6C 3D D5 5E 1B| .Ho0whll.J%c’I=K~.
D015F80630 |55 19 51 BS BC 20 B9 42 F1 87 3E 15 BO 26 78 2E| U.Qpj BBoE>. :x®
015F50640 |1 SC 43 SC 63 7D E6 18 6C 8C C5 6A BS 3% 53 F3| .\C\h}=.1BEjp9sH

015¥30650 [7B S0 70 95 88 64 71 €O 74 FS 15 57 74 50 CB 62| (Ppr<dglitx.WCPNK
015FE0660 |3F B8 5F 65 8B 06 50 A3 28 2C 81 07 E9 89 6R 3A| 28_ec PE(, T iki:
015F80670 [AD 93 B2 98 48 8C 36 F6 3C B9 AF 44 2F 29 2F 3C -1 HB6uERID/)/
015F80680 [8A 46 OR 43 CC BE 47 SF BC SD DA DO 5F 15 83 EF| BF,CMsG_3j]BP_.in
015F30690° |9B BT 8D 84 5B 25 B8 40 27 71 F4 17 81 82 92 c9| >-K, [28@'qp.T, i
015F806A0 |53 9B 5A 38 2C 4C 1F 34 EC 19 D5 2D 87 7C 99 2D| 5>28,L.4M.X.#|™.
D015F806B0 |08 E8 59 E6 EB F0o A5 45 96 08 6D 2B Ré D2 51 52 -MYEpTE—. T | TOR
015FB06C0 (EE 08 DC 3R 92 7C 3D 18 46 C6 30 6A BE BS A8 EE| o.b:'|=.FEDisuEqg
015F806D0 B8 A7 75 59 91 6F E2 79 99 c4 A5 7B 12 FC 88 As 8§u¥ ‘ory™II [ .5€T
01SFB06E0. |F4 86 3C €3 46 EC 7R 9F BE BE 24 15 AF 64 82 5C| @f<TFMzpsss.Id,\
DO15F806F0 |5D 75 E9 ER 20 29 94 CB 3E 92 24 E6 33 4D 02 R0| Juix ) *M>ps=3M.
015F80700 |E0 21 90 BS 89 28 B6 BO BD 22 6F B4 3B 85 OF Bl| a!pu%(f°S"or;..s
01SFS0710 |52 41 31 69 03 38 07 6D 91 51 66 aD 7C 4B F7 2F| RA1i_8.mQrK|Ku/
015F80720° |7F 6D 20 41 52 23 10 01 5F E1 93 3D 0C 88 €7 D5 m BR§.. B"=.€5:
015F80730 |EE 60 1R D2 BC E7 46 1F E6 B6 3E 42 99 41 D6 3B| o .TisF.EI>B™AI;
015F80740 [2B SD 7F OE 6A 52 6B 7B 9C 03 33 4B 96 86 92 31| +] .jRK{E.3c-1""
015F80750 |88 BO 51 FC BC €6 80 11 F1 7E 45 BC 42 93 2A 2D| €°0niXB.c~EiB *.
015F80760 |SE AR 45 2D FF D9 F6 38 77 BE R1 BB F7 80 46 D3 ~EE-alln€wd «uBFL
0015F80770 |19 EB 29 7399 16 FF 5C 85 C8 4E OF 56 00 69 54| .m)a™.a\.MN.V.iT
DO15F80780 |11 60 €3 04 60 67 Bl 2E 49 D3 A2 1C 9D RF B7 B3 T g IIFLRT 4
015830790 |00 AF €O 37 12 73 1C 65 BF 65 24 3F E£5 93 82 57| .IA7.s.eiesze™,¥
01SFS07A0 [D1 SE FE 29 D7 2C 58 D1 35 09 9D 0B 02 FD 2E C6| CEp)U,XC5.%..s.K
D015F80TBO  [4C 62 57 7E B7 4B 10 7D §7 08 58 22 Ag 20 1D F7| LbW--K.}W.X"® .4
015F807C0  [BF A9 57 99 E5 63 75 05 34 F3 5B 2F 5F CO 55 33| I®W™ecu.4V[/_RU3
015F30700° |1B 40 BC 2B 35 F9 E6 44 €9 30 7C 3C 73 3D A3 B1| .@3+5MEDHO|<s=J%
01SFE0TEQ (72 EC 44 1B 4k 5B AB 47 FB 09 13 F4 B9 D3 4C C6| rMD.J[«GH._ pwYLE
015F80TF0  (E2 30 89 22 8C 28 12 05 F3 0C 06 38 6E CO 02 1A| m0™'B(..¥..8nR..

5| |Do15F30800 EMCF 08 2C F5 59 8F 8C 6F A3 CF 87 54| [DRPE.,xYUBoEM:T =

Address: 368576512 Selected: 4

| B cventiog explorer
Last active selection: address 368576512 selected 4|

Toolbar with parameters of Bitmap mode is at in the upper part of the
window.

The content of dump in the visual binary representation is at the central
part.

In the lower part of the window there is information about the current
selection.

In Bitmap mode the pages are represented horizontally, the blocks
vertically. Thisimage representation shows the real physical structure of
data in flash memory. The Bitmap mode is active, different
measurements can be done there.

By pressing the mouse in the central part of the window where the
binary content is, the selection tool is called, that allows to perform
binary measurements. Pressing the left mouse button sets selection
marker of beginning (red), pressing the right mouse button sets the end
marker (violet). Measurements are made simultaneously - horizontally
(inside of the page) and vertically (inside the block).
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In the toolbar of Bitmap the selection markers show parameters of
active selection.

Start v 9@042{: H azzz@ & =] <8
Stop: W 990935@ H 8211 E kE Bl &
Selected: V 516/ H 12

Selection markers

Start V - red horizontal marker-line. It describes vertical beginning-
coordinate of area from the beginning of dump.

Stop V - violet horizontal marker-line. It describes vertical end-
coordinate of area from the beginning of dump.

Selected V describes the size of selected vertical area in pages
(horizontal lines). This marker is used for determination of the virtual
blocksize.

Start H — red vertical marker-line. It describes horizontal beginning-
coordinate of area from the beginning of page.

Stop H - violet vertical marker-line. It describes horizontal end-
coordinate of area from the beginning of page.

Selected H describes the size of selected horizontal area in bits (pixels
within same line). This marker is used for analysis of page structure,
determination of data and spare area size, bad columns analysis.

To use the Bitmap mode it's necessary to set correct page size
(according to NAND configuration). In case if page size is set
incorrectly, it shows garbage.

Page size: 9216 [ &

Pixel size: 1 2

F‘E‘_"'I i

]

Show
pasition

= : : — Show
| ‘2 Synchronize with Hex view | structure

View settings

Pixelsize determines how many pixels used to display one bit.

www.rusolut.com
Copyright © 2014 Rusolut Sp. z 0.0. All rights reserved.

41



ruSolu’

Data Investigation & Recovery Technology

Set pixel size = 1 for analysis of page structure, virtual block size and bit
errors.

Synchronize with Hex View option allows to navigate through the data
intwo modes simultaneously —Hex View and Bitmap View.

Hemgstor Dump viewer i Brimap viswer

Fage size: m&% e g —_— 39993%“ s P i 6 Shifl s
Bine size: : :

] Sh“ 39993 Ela Y
= smatrenize with Heewew | | stnuctare acatian | et wl

Wiz sattings Selectian markers

- l:l.ntq-» ¥ nmmes

}
Faai; Eih rrnmn-
S, AT T enu:e-w.vs
HFERETDL L BaTiT. T

| 9 T.0uj ¥Bo)>. “an®
_091.‘.\’506'}0 ACAB)®, ].'EJ)IBS'{
| 0015730650 &
0015780660
| 0C15F35670
| GO15F80680 t t ] '- BE LHaG :Ilbl: e
| DE15¥A0E00 T 80 25 0127 7 2 ! 2ok eedias. Loa
1 o ..L u A i
YRR AT
. Lo

2 .TqaF. xb=
] LIREE 3

i ER THF BT 1
.8.elesve" ,Ff

(| Exte pusition: 1045 Rown 3 Address: 365452313 Waslue: 12 &
| Address; 3EASTEEZ Selecled 4

Last selive sefection: addiess 363376512 salected il

Different patterns of NAND chips and Bitmap usage can be found in
the web arficle:
http://rusolut.com/binary-patterns-in-nand-flash-memory/
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77 @ el
Lo/ & |8

Hex Eitmap |Structure | Records Save Save
wiew view | wview | view all selected

E B B3

The Structure Viewer is a tool for the physical image structure
description and visualization. Analysis and correct description of dump
structure is the first and important step in the process of logical image
reconstruction. To analyze the structure the Bitmap Vieweris used, and
for describing structures and their sizes — Structure Viewer. All modes
can be opened simultaneously in one window from Dump Viewer.

= Visual Nand Reconstructor - o n—
Navigator Dump viewer Hex viewer Bitmap viewer Structure viewer o)
[ = = 9 (—
=l #?L Base address: |0 =
ditet =) “" | Relative address: [0 =
Save in Openfrom Copyto Paste from i Add structure
file file clipboard  dipboard  selection length: |0 record

b Plane * Block » Page »

@ Spare area (4]

Plane 9910370304 as Plane

Lm| v

=] Block 4755456 as Block

i Page 9216 as Page
uemws Data area s12 [
. . - Spare area 4+ I

\%\ ECC (105}

[1032 - 113¢] [ 108]

[lit y 8 |=+| Data area 512) Xz
Address: Selected:

B Event log explorer

Last active selection: address selected
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The physical image has multi-level structure. Each structure consists of
sub-structures. Plane consists of Banks (in general, Plane = Bank).
Plane/Bank consists of Blocks. Block consists of Pages. Page consists of
Data areq, Spare area and ECC area. Data area consists of bytes
where user data (logical sectors) are stored, in modern flash devices its
size is 1024b (sometimes 512b or 2048b). Spare area consists of Block
header, LBN, ECC and some optional markers.

Physical image

Data ——.“th Data _-,*‘“
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The main window of Structure Viewer consists of image structure tree
(ontheleft) andstructure library area (on theright).

P Plane ® Elock » Page P
=5| Data area (512) ~  Plane 18522046464 as Plane
-. Elock 4521984 as Block
Page 8832 as Page
=%| Data area [512) Data area 512 |as Data area
st s spareares oo
ECC 7
@ Spare area (30} Spare : I
=¥| Data area (512)
=¥| Data area (512)
IE' Spare area (20)

When the chipisread, such structures as Plane, Block and Page are set
automatically from NAND chip configuration.

The Plane is the parent dump structure and it's size equals to NAND
crystal size (depending on number of planes per crystal, in general
Crystal=Plane).

The Bank structure is a child stucture of Plane. Bank structure is not set by
default, because most of modern controllers don't split physical space
of NAND memory by banks and LBN numeration is solid. In case if the
space of NAND memory is divided by banks, each bank would have
numeration beginning with LBN 0000 and Plane should include the
Bank structure. Number of banks usually equals powerof2(1,2,4,8,16).

The Block structure is a child of plane/bank and it's default size is equal
to the NAND chip’s physical block. As the Virtual block may consist of
several physical blocks, the size of this structure must be set in
accordance with the virtual block size, which can be found using the
Bitmap mode (1,2,4 physical blocks).
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The Page structure is a child of block and it's size corresponds to
physical size of page of NAND chip. This structure is defined during
physicalimage extraction, in configuration window of NAND chip.

The Data Area structure is a child of page. The size of this structure can
be found through the Bitmap mode while analysis of page structure.
Usually, modern conftrollers use the Data area size equal to 1024 bytes
(sometimes 512 or 2048 bytes). To set this structure, it must be manually
“setas Dataarea” atstructure library tab.

The Spare Area and ECC structures are children of page and set inside
the page. Theirsize depends on page structure.

The LBN, Header and other structures are children of Spare Area and
set with the aim of pointing parameters to the Markers Table for block
arrangement, filtration and sorting for furtherlogicalimage creation.

For each structure any color from the palette can be set, for visual
simplification during analysis. It highlights structures in Hex and Bitmap
modes. Every structure has beginning, end and size. To set any
structure, it's necessary to determine it's parameters in Bitmap viewer.

*» Plane » Block » Page
Undefined Plane 18522046464 as Plane
- Elock 4521984 as Block
m Page 8832 as Page
Structure n

Structure

Mame Data area ~ Qﬁ

Length 1024 «

Position

Start address C'EI IE‘ o

Stop address 88311 @ ,'_

Ok | | Cancel |
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To assign the structure it's necessary to double-click on undefined area
and add name and length of structure. Also it's necessary to set
position of structure within the parent areq, it's start and end addresses.
The special buttons used to set up addresses:

O-startfromzero

S- start/stop on selection marker (Bitmap mode selection markers)
F-fullarea (to the end of parent areq)

L-length (Stop address = Start address + Length)

When the structure is set, it appears in structure library, at the right tab.
To describe the page it's necessary to set Data area and Spare area
once and then choose it from dropdown list.
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Block list functions

The group Block list functions includes the tool for block sorting and
filtering forlogicalimage creation.

The Show Table function is used for block table displaying, analysis,
filtration and sortingin accordance with LBN, Header etc.

el 2l ] =) e e e e e e

Toolbar of block table has set of operations for block management
algorithms.

¢ Edit markers is used for appying inversion and mask to spare area
markers.

Typical mask for LBN marker: not used; OFFF; O7FF, O3FF.

Typicalmask for Header: not used; FO.
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T Block filter is used for block filtering that won't transition into logical
image (these blocks don't store user's data). The special syntax is used
in block filter.

Tofilter by LBNrange it's necessary to use syntax:

(Xxx%-yyyy)

where xxxxis first block in sequence, yyyy islast block in sequence.
E.g. (1000-13FF).

Tofilter by Headerit'snecessary to use syntax:

xX/yy/zz

where xx,yy,zz are byte values that used in header to mark user's data
blocks. E.g.20/30.

The blocks can also be filtered manually, using flag Wl near LBN.

= Block sorting is used for block reordering according to their LBN in
increasing order. In case when block addressing is independent for
banks, blocks must be sorted by bank and by LBN inside each bank. This
operation allows to set very flexible sorting rules for any conftroller
configurations.

Find repeat * & Find repeat is used for search of duplicated blocks
that must be disabled before virtual to logical image transition. The
duplicated blocks bring shifts info file system and file structure. They
may be filtered by header, or manually by disabling flag  near the

block.

1= a2 # Test step is used for integrity control of the LBN
sequence and analysis of places where sequence interrupts (Lost
blocks). The test step should be set to 1/1 by default. The lost (missing)
blocks bring shifts into file system and file structure. The dummy blocks
must be added instead of lost blocks (click right button on block table).

When blocks re-ordered, the logical image can be created via
Markers table element.
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Contact Us
Rusolut Sp. z o.o.
Address: 49 Kasprzaka st., Warsaw, Poland, 01-249
Phone: +48531999777

Email: info@rusolut.com
Web: www.rusolut.com

Useful links

Case samples
http://rusolut.com/case-samples/

Latest technology in our blog:
http://rusolut.com/blog/

F.A.Q.
http://rusolut.com/f-a-qg/
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